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SEALSQ
The WISeKey Group Semiconductors Subsidiary

Over 25 years developing highest level security solution to 

protect users identity, devices, data and transactions

Trusted PKI CA (Public & Private) based in Europe (HQ in 

Switzerland)

Leading hardware secure element developer and 

manufacturer 

YEARS EXPERIENCE
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GLOBAL OFFICES

HQ IN GENEVA, 

SWITZERLAND

WKEY

NASDAQ :LAES

SIX: WIHN 

5B

RoT INSTALLED

1.6B
SECURE CHIPS INTO 

IOT SHIPPED



Vertical End-to-End Solution

UNIQUE VALUE PROPOSITION FOR IoT & Embedded
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Provisioning and data 

insertion

PKI Certificate 
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(ZERO touch)

Secure Element

&

Secure MCU
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SEALSQ – TRUST SERVICE PROVIDER

23 years in Managed PKI 

Served over 3,000 clients

Trusted by all browsers & OS

Versatile SaaS mode CMS 

platform

High service level  

Universally Recognized 

Swiss Based Root of Trust

Experience
d

Flexible

Accredited

SEALSQ is a WISeKey Company

http://www.quovadisglobal.bm/~/media/Files/Files_Global/QV_ZertES_EN.ashx
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PKI SERVICES

WISeID

✓Digital Identity Platform (B2B & B2C)

✓Personal certificate management

✓Cloud document signature services

✓MFA & API for 3rd Party integration

CertifyID TLS Manager

✓Managed PKI for TLS certificates

✓Full compatibility with the browsers

✓SSL management & automation

KEY APPLICATIONS

1. IoT: Installed base/deployed device identity management 

2. Enterprise/IT: User access rights management (enterprise) 

3. Applications: Certificate server in SaaS (applications)

4. Internet: Publishing certificate revocation (CRL and OCSP)

Root of Trust

✓OISTE CA - Publicly trusted CA Recognized 

by Browsers, Smart Phones, etc.

✓Private CA(s) Corporate root of trust

INeS

✓Managed PKI platform for IoT

✓Node Certificates (X509, MATTER)

✓Lifecycle management

✓API with AWS and Azure
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INeS CERTIFICATE MANAGEMENT SYSTEM (CMS)

Device Management:

• Device types

• Device creation: standalone 

and batch

• Inventory management

Certificate Management:

• Certificate Templates

• Certificate creation: 

standalone and batch

• Certificate management

Configuration Management:

• User management

• Organization management

• CA management

• Audit log management

Public Cloud Integration:

• AWS IoT Core JITP

• Azure DPS/ IoT hub

• RESTful & EST APIs 

support 



REGULATIONS

in CYBER

www.sealsq.com
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Regulations, guidelines & compliance

SEALSQ is a WISeKey Company

UL Lab source 2022
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EU regulatory landscape on cybersecurity

SEALSQ is a WISeKey Company

UL Lab source 2022
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CYBER RESILIENCE ACT

SEALSQ is a WISeKey Company

UL Lab source 2022
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HOW CRA WORKS ?

SEALSQ is a WISeKey Company

• La conformité est documentée et “démontrée” par un examen de 

conformité qui se fait:

- Soit par le contrôle interne du fabricant

- Soit par une déclaration “sous sa seule responsabilité” que le 

fabricant a validée

- Soit par un organe de contrôle européen

• Comme désormais de nombreuses réglementations

- Obligations by design

- Transposition obligatoire dans les contrats fournisseurs

• Importance des normes techniques : CRA n’impose aucune norme

• Sanctions : 15M$ / 2.5% du CA mondial



MATTER

www.sealsq.com



Emerging IoT Adoption of Certificate-Based Authentication

• Matter is actively using X509 certificates

• Zigbee Smart Energy requires certificates

• Wi-SUN requires certificates

• Bluetooth Mesh v1.1 supports certificates

• ioXt is defining security certificates

• OPC requires X509 certificates

• BAC net (Modbus) for Smart Building 

requires certificates
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CSA (Connectivity Standards Alliance)

SEALSQ is a WISeKey Company
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MATTER Protocol
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What is MATTER ?
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MATTER network
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MATTER structure

Node: An addressable entity which supports the Matter protocol stack and (once Commissioned) has its own Operational Node ID and 

Node Operational Credentials (NOC). A device may host multiple Nodes.

Fabric: A logical collection of communicating Nodes, sharing a common root of trust, and a common distributed configuration state.

Commissionee: A new device that will be added/comissioned to a Fabric, to become a Node.

Commissioner: The role that adds new devices to the Fabric. The commissioning will be done by a Smartphone or a Smart Speaker, which 

are in themselves Nodes of the Fabric.

Administrator: A Node having Administer privilege over another Node.

Thread 
network

Thread networkWifi
network

Wifi network

Matter 
Bulb

Matter 
Bulb

Matter 
Lock
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MATTER definitions

Vendor Identifier (VID) (OEM/Device maker) is a 16-bit number that uniquely identifies a particular product

manufacturer or a vendor. It is allocated by the Connectivity Standards Alliance (CSA).

Product Identifier (PID) is a 16-bit number that uniquely identifies a product of a vendor. It is assigned by the

vendor

VID-PID combination uniquely identifies a Matter product.

Device Attestation Certificate (DAC) is a X509 digital Certificate proves the authenticity of the device

manufacturer. Every Matter device must have a DAC and corresponding private key, unique to it.

The device should also have a Product Attestation Intermediate (PAI) certificate that was used to sign and attest

the DAC. The PAI certificate in turn is signed and attested by Product Attestation Authority (PAA).

The PAA certificate is an implicitly trusted self-signed root certificate.

WISEKEY is one of few PAA (Root CA for Matter)



• No anonymous joining

• Device identity and authentication is verified though Device Attestation (DAC)

• Unique operational credentials are generated for each Matter device on each Fabric

• Network credentials are given only after device authentication

Matter’s Security Principles

SEALSQ is a WISeKey Company



Distributed Compliance Ledger (DCL):

The DCL is a distributed data storage owned and hosted by CSA members and it’s 

used for tracking certification status and Vendor maintained information such as 

product name, product description.

device

Device Commissioning in summary

SEALSQ is a WISeKey Company



Distributed Compliance Ledger (DCL):

The DCL is a distributed data storage owned and hosted by CSA members and 

it’s used for tracking certification status and Vendor maintained information such 

as product name, Root CA

device

Device Commissioning in summary
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device

Device Commissioning in summary
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What is DCL (Distributed Compliance Ledger)

SIGNIFY (ex Philips Lighting)
TP Link
Leedarson (China) , biggest light bulb for IKEA
Xiaomi
Legrand
Google
Tuya (China)
Amazon

NXP
Digicert
Kudelski
Espressif

SEALSQ is a WISeKey Company



New spec v1.0 released in September 2022;

v1.1 in May 2023

Matter assumes that each certified Device

includes the following values:

• Device Attestation Certificate (DAC)

• Private key that matches the DAC

• Product Attestation Intermediate (PAI) certificate

• Verifier

• Certification Declaration (CD)

All of these files are used during commissioning.

SEALSQ is a WISeKey Company27

MATTER DEVICE CERTIFICATE SPECIFICATIONS

PAA

Private

key

Self Signed

DAC

Private key

DACs

Private key

PAIs

PAI



PKI HIERARCHY OPTIONS
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DAC provisioning – DAC generation in a batch 

Download the certificates in a batch and provision

it offline in the production line

• It can be applied to the production line where the Internet

connectivity is challenging

*Device Attestation Certificate (DAC)
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DAC provisioning – DAC generation through APIs

SEALSQ is a WISeKey Company

Provisioning on-the-fly by requesting the certificate

via RESTful or EST APIs

• Open interfaces for automating the certificate enrollment process

*Device Attestation Certificate (DAC)
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DAC provisioning – Pre-provisioned Secure Element

SEALSQ is a WISeKey Company

Pre-provisioning DAC in the secure element and

integrating the SE in the smart home devices

• Securely protect the private keys

• Less effort for provisioning DAC in the smart home device

*Device Attestation Certificate (DAC)
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